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OVERVIEW / PROBLEM SYSTEM DESIGN

Phishing remains one of the most effective cybersecurity

e Backend-driven phishing simulation data via AP

threats because it targets human behavior rather than e Backend calculates phishing metrics

technical vulnerabilities. Despite existing defenses, many e Dashboard visualizes results

users continue to fall for phishing attacks, highlighting the e Evaluation compares outcomes

need for effective awareness training.
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ETHIGS NOTE

e Metrics:
o Failure rate
No real phishing campaigns were conducted. All data used in this I
project is simulated or based on publicly available research. %T\r/c]alr‘]ll‘ﬂ]g -l-elﬁgcﬁveeigli)s

o Iraining improvement
e No real phishing activity conducted

The sys’rem m’rdgrd’res Q Fds’rAPI backend with a web-based

HES“IIS dashboard ™o display phishing metrics in real time.

Figure 2: PhishNet system architecture and data flow

Results show that trained users have significantly lower phishing

failure rates compared to untrained users, demonstrating the couclI'SIoN
effectiveness of awareness training.
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Figure 1: Comparison of phishing failure rates between trained and untrained
users
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